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2023 Wallet Report Update

It isn’t (and wasn’t) about the wallet...
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Chapter 9 -
Wallets & Agents



Agenda

Quick Update on Wallets &
Agents

Discuss two related trends:
- (Emerging) Trust Layer
- Trust Registries

- Time permitting:

Interoperability




Timeline
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What Did The Wallet Report Get
Wrong (and Right)?

 Agents (wrong)

» Single-Purpose \Wallet Apps (right)

e Cloud/Custodial Wallets (wrong/
right)

* Premature Interoperability/Standards

(right)

* Trust Registries (right & wrong)




Agents

Biggest Surprise

* We are NOT seeing a lot
of Agent adoption to
date.

e Due to naive
understanding of “what
must be true” for
proliferation.




(Emerging) Trust Layer

: 170CT2023
° Headllnes any day “the internet lacks THESTRAITS TIMES
= . an ID Iayer” Trust in digital space under pressure:
* Identity is broken SMTeoCheeHoan

e Trust is eroding




“The internet is missing a trust layer. We're
fixing that.”




TRUST
Over IP

FOUNDATION

Trust Over IP Foundation

Governance + Technology

TolP Technology Stack TolP Governance Stack
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TRUST
Over IP

FOUNDATION

Trust Spanning Protocol Y

Powering the Trust Layer

 Enables Technical Trust, ensuring that
we have:

Trustworthy Ecosystems

« Confidentiality

Trust Tasks

* Authenticity

Trust
Spanning

* Privacy

Trust Support




Hourglass Shape

Familiar Pattern

Trustworthy Ecosystems

Trust Tasks
“Narrow Waist”
Trust
Spanning

Trust Support




Trustworthy Ecosystems

It isn’t a replacement...
Trust Layers Builds On Top Trust Tasks

Trust
Spanning

Trust Support
Trustworthy Ecosystems

Trust Tasks

 Trust Over IP

Trust
Spanning

Trust Support




What Does The Trust Layer Do?

* Without Technical Trust we can’t get
to high levels of trust “

e Human Trust builds on, and
influences Technical Trust

* The two allow Trustworthy digital — -
systems to be created

refines

.

( Technical Trust ) < - />L' Human Trust )
supports .




Enabling Deep Governance
Building With Technical & Human Trust
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The Trust Layer is Supported By
Trust Registries




Trust Triangle




The “Triangle” Isn’t Enough...

Holder

Verifiable ‘ :—)
Credential <—> —

Public 33,
DD B9 How does the
Verifier know the
Issuer is

Authoritative?




One Kind of Credential

Driver Licenses

One Flavour - mDL (ISO/IEC 18013-5)
* requires issuer list (no standard way to retrieve)
* Country by Country

» State by State, Province by Province, Canton by Canton,
Prefecture by Prefecture

* + others
* US (AAMVA Example)

* URL with timestamp changing link...
* How can anyone keep track?

* In their own country

* Internationally

MmDL DIGITp
ana TRUST SE

Empowering mobile driver license trust §

ex Current Previous Trust Certificates

Verified Issuer

IMPORTANT NOTICE
Please read the Terms and Conditions carefully before accessing or using AAMVA's Digital Trust
Service.

By ling_and using a VICAL you affirm that you have read and agree to be bound by the

Current VICAL

name date
vc-2023-08-16-1692217903637 2023-08-16T20:31:43.637270
name date
vc-2023-08-06-1691353903667 2023-08-06T20:31:43.667582 POWNLOAD
vc-2023-08-07-1691440303637 2023-08-07T20:31:43.637377

DOWNLOAD




The “Triangle” Isn’t Enough...

Holder

Verifiable ‘ :—)
Credential <—> —

Public 33,
DD B9 How does the
Verifier know the
Issuer is

Authoritative?




It’s A Diamond - Anchored by Governance

Holder
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Governance -> Trust Registry

confirms Verifier . .
(has authorization) DID = Decentralized |Dentifier

(supports X.509 SAN)

Q

Public 35

DID Oc(e confirms Issuer

(has authorization)

listed
in

1 Trust
— 9 Registry éjg




A Day-to-Day Example

Cardholder
@ Present Card

Holder

Credential ‘ (_7 .:_'

Bank Merchant

ISSUEr U ey Verifier

Credit
Card

.......................... Governance W blish N etWO r k
Authority pu ..... I S es
y' TI"US.t """"""" a eIeE Governance
— :: Reg i St ry — ] Framework




Registries are Critical

Trust Registries

e Trust Registries create the
anchor point for digital trust
ecosystems

e Tying Technical and Human
Trust into the Trust Layer

* Brings Governance to play
where needed.

« We are in MANY ecosystems

——1 Trust
:..'Td Registry

Financial
Institution
(Nation1)
— @C, “ Ecosystem
Government Issued
Identity Ecosystem
(Nation1)

International —

Funds Transfer
Ecosystem

Financial
%ﬂ Institution
=4 (Nation2)
Ecosystem
Government
Issued Identity

Ecosystem
(Nation2)




Interoperability
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| do not have good news on
Interoperabllity.




Where Is The Market?

Uncharted Industrialised

L

Genesis Custom Built Product (+ rental) Commodity (+ utility) Evolution



Premature Standardization

W h Service
e are here A (aeitiey)
£ (rental)
& : :
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Standardize closer to here...
Uncharted e,
A
A common problem
is people try to :
create a dejeure § Custom
standa];d.to force *;‘: Built
commoditisation .. I H
9
STANDARD s .
........... §i Genesis
LE
TH  eessssssssessssssssssssssssssssssssssssssssssssssssssees » Certainty
Supply competition
Classic example of this was /
the utter nonsense of the
hemi: h defack .. when a defacto
opens facAWS PSIW en a de acto already exists in
O, AELE @BLETOq: the market.

Genesis Custom Built Product (+ rental) Commodity (+ utility) Evolution




Interop Requires Conformance




Interoperability at Ecosystem Level
The Only Layer That Matter for Value Proposition
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So What Do We Do?

 Be pragmatic about standards and interoperability
* They are both destinations that we can head towards
 Don’t attempt to control everything - influence instead
* Participate in standards and specs

 Work with real solutions that aim towards standardization and
interoperability

 But don’t DEPEND on interoperability and standardization yet.
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